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Compliance: A guide to outsourcing: how to
protect customer data

Asmore and more organi sations look into outsourcing non-core
activities, understanding the data protection and practical
implications of doing so - and the ramificationsof failing to
prevent a data breach - is crucial. Mike Bradford, Founder and
Director of Regulatory Strategies, shareshis experience, setting
out what organisations need to do in order to comply with the
Data Protection Act 1998 (DPA) in a ‘real business world'",

Defining 'outs ourcing'

Let's start in the real ‘business' w orld. Yes there are strict DPA
requirements around outsourcing. But not following these wil not, in
themselves, make any contract unenforceable uniike, for example, failing
to comply w ith requirements under the Consumer Credit Act.

Similarly, if no checks are undertaken on the third party ‘processor, it
does not automatically mean that they are not capable of meeting the
requirements of the arganisation appointing them

But if, or in reality when, something does go wrong, the lack of the
requisite legal framew ork and evidence of due diligence will exacerbate
what is a prima facie DPA breach - and one that will have a legal,
commercial and reputational impact on the organisation concerned.

If anincident involves loss or theft of personal data as is likely to be the
case, the Information Commissioner will 'name and shame” and can
impose a fine of up to £500k. This is in addition to w hat other regulators
could do if the organisation is, for example, responsible to the Financial
Services Authority (FSA), which imposed fines of £1.28mand £2 28mon
Norw ich Union and Zurich UK in 2007 and 2010 respectively, both for
loss of customer data.

General and cortractual requirements

When a data controller outsources any processing of data, itremains
legally liable for any DPA breach even f it is the processor that is at fault
The data controller cannot make the data processor liable under the DPA,
a5 adata processor - acting in that capacity - has no DPA obligations in
its own right.

This is a common misunderstanding in this area, The data contraller
should impose obligations on its data processor 'as i it werethe data
controller for the purposes of this agreement.

It s therefore critical to performdue diigence on any third party - either
within the UK or abroad - the data contraller appoints to undertake work
on its behalf,

Commercially it is als o critical to ensure there are back-to-back’
warranties and indemnities to cover the data controller for any claims
against it as a result of any faiures of the processor,

The data processor should specifically have to take all‘appropriate
technical and organisational measures against unauthorised or unlaw ful
pracessing of personal data and against loss or destruction of, or
damage to, personal data’,

Any potential appointment of a sub-processor by the data processor -
perhaps an overseas office of their own organisation - should alw ays be
caveated with the data controller having to approve any such
appointment of a'sub-processor’, as again it will remain liable under the
DPA for that processing and any breach. The due diigence it should
performon any processor would equally apply to any sub-processor,

As a final point, the contract should have a clause requiring the
pracessor to immediately inform the data cortraller of any security
breaches or cther problems, including requests for information under
foreign legislation. & follows that both parties should have procedures in
place for managing such incidents or requests.

Due diigence

The DPA requires the data contraller to take "appropriate technical and
organisational measures’ to protect the personal information it processes,
whether itself or through a third party.

Clearly any data breach or error resulting fromthe processor's actions
could also damage the reputation of the organisation in the eyes of its
customers and stakeholders, and the consequences of faiing to carry
out due diigence are as much - if not more - reputationally and
commercially damaging as any DPA breach.

As well as the contractual requirements outlined above, it is critical to
have carried out due diligence on the third party and to be able to
evidence this. The contract iself will not fulfil the data controller's DPA
obligations without it being able to show it has vetted the data processor.

The processor should also be open to the data controller's right of audit
atreasonable intervals. The follow ing is a useful checkiist:

- What data are being processed? The more sensitive the data, e.g.
financial data, the more security there should be around the data, and the
higher the data cortroller's requirements of the processor. However itis
in practice aw ays better to use the ‘low est common denominator’
approach and protect even standard data to the same level as sensitive
data.

- Financial and operational stability.

- Wilingness to offer sufficient guarantees, warranties and indemnities.
- Track record of similar assignments.

- References.

- Reputation - market leader or small operator.

- Location and security of premises.

- Security of data storage and transfer facilities - physical and technical.

- Physical and organisational access controls - premises, databases,
secure areas etc.

- DPA aw areness and training within the organis ation.
- Staff vetting procedures.
- How rigorous are their internal audit procedures?

- deally actually be on site for some of the time the processing is being
carried out,

Outsourcing to an organisation outside the Buropean Economic Area

Al the points above apply to outsourcing to a processor either in the UK
or globally.

For any non-UK processing the DPA requires that where personal
information is transferred to any country or territory outside the European
Economic Area (EEA), there should be an adequate level of protection in
place.

In practice there are tw o relatively simple w ays to ensure this:

- [ using an organisation based outside the EEA, as long as there are
appropriate security measures in place, itk likely that there wil be
adequate protection for personalinformation. This is becaus e the use of
appropriate security measures, the selection of a reputable organisation
and restrictions onthe use of the information will all help ensure an
appropriate level of protection for personal data. However, the data
controller needs to be sure that the contract with the other organisation
and its terms are enforceable in the country in which the processoris
located.

- Use the model contract clauses approved by the European Commission
and the Information Commissioner for transfers to organis ations outside
the EEA acting on the data contraller’s behalf. These contract terms can
be used independantly or incorporated into the data controller's main
contract for services with the organisation,

Additional points in respect of overseas transfers are;

- What is meant by ‘appropriate security measures’ will depand on all the
circumstances of the transfer. The data controller should consider the
type of information, potential harmand avaiable technology. Review the
particular security and "stability’ risks (poliical, economic, socialete.)
associated with the recipient country, the existence of any data
protection legislation in that country, or any dther legislation that may
affect the security of the data.

- The data controller should take into account the legislation in place in the
country or territory where its chosen processor is located and any
additional obligations this may impose.

A closing message

Establishad within a robust legal and commercial framew ork, outsourcing
enables organisations to concentrate on their core activities and use the
services of spacialist providers, irrespective of geography, to add value
to their business.

However, without follow ing these legal and commercial protocols,
outsourcing can be an accident waiting to happen with the potential for
life-threatening cons equences on the organisation concernad and its
standing in the eyes of all stakeholders, including customers, regulators
and shareholders. There's a very simple message here - get it right at the
startof the relationship. No data processor willbe too keen to have
additional contractual obligations and warrarties imposed on it after the
event - without using it as a negatiating lever on price.
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